Policy LLC "NIOKR Centr"
regarding the processing and protection of personal data

(privacy policy).

1. General provisions.

1.1.  Policy LLC "NIOKR Centr" regarding the processing and protection personal data
(privacy policy) (hereinafter referred to as the "Policy") develope in accordance With requirements
Federal law from 27.07.2006 Ne152-FZ
"ABOUT personal data."

1.2.  This Policy defines the procedure for processing personal data, and Also measures By
provision security personal data LLC "NIOKR Centr" (legal address: Belgorod region, Belgorod
district, Severny urban-type settlement , Industrial Park Factory area, bldg . 1, bldg. 16 (OGRN
1223100000265, INN 3123485230)) (further By text - "Operator") With purpose implementations
requirements legislation in the field of processing and ensuring the security of personal data,
protection right and freedom human and citizen at processing his personal data, in that number
protection right to immunity private life, personal and family secret.

1.3.  Real Policy applies to all information, which Operator Maybe get O users site
https://niokr.tech/ .

1.4. Policy is spreading on relationship V areas processing And protection personal data,
emerged at Operator How to, So And after statements real Politicians in new edition.

1.5.  The policy is subject to publication on the Operator's website https://niokr.tech/ with
the purpose of provision unlimited access To this document.

2. Main concepts And terms, used politics.

2.1.  Website - internet portal, containing totality graphic And information materials,
programs for electronic computers and databases data, providing their availability in networks
"Internet" By network address site https://niokr.tech/ .

2.2.  Personal data (abbreviated) - "PD") - any information, related To directly or indirectly
certain or determined physical face (To the subject personal data).

2.3.  Personal data, permitted Subject personal data For distribution - personal data, access
to which is available to an unlimited number of persons provided Subject personal data by way
dachas consent on processing personal data, permitted Subject personal data For distribution in the
manner prescribed by Federal Law
No. 152- of July 27, 2006 Federal Law "ABOUT personal data".

2.4. Operator — a state body, a municipal body, a legal entity or an individual who,
independently or jointly with other persons, organizes and (or) implementing processing personal
data, A Also defining goals processing personal data, composition of personal data subject to
processing, actions (operations), committed With personal data.

2.5. Processing of personal data is any action (operation) or set actions (operations),
committed With using funds automation or without use such funds With personal data, including
collection, recording, systematization, accumulation, storage, clarification (updating, changing),
extraction, usage, transmission (spreading, provision, access), depersonalization, blocking, removal,
destruction personal data.

2.5.1. Automated processing personal data - processing personal data from with the help of
computing tools techniques.

2.5.2. Dissemination of personal data — any actions aimed at disclosure personal data to an
indefinite circle persons.

2.5.3. Provision of personal data — actions aimed at disclosure personal data certain face or a
certain one circle persons.

2.5.4. Blocking personal data - temporary termination processing personal data (for exception
cases, If processing necessary For clarifications personal data).

2.5.5. Destruction personal data - actions, result which becomes impossible restore content
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personal data informational system personal data And (or) result which are being destroyed
material carriers personal data.

2.5.6. Depersonalization personal data - actions, result which becomes impossible without
use additional information define affiliation personal data specific To the subject personal data.

2.5.7. Cross-border broadcast personal data - broadcast personal data on territory foreign
states organ authorities foreign states, foreign to an individual or foreign legal entity.

2.6.  Informational system personal data (abbreviated) - "ISPD") - the totality of personal
data contained in databases and the means that ensure them processing information technology and
technical means.

2.7.  Confidentiality personal data — mandatory For execution The operator is required not
to disclose to third parties or distribute personal information data without consent Subject personal
data, If other Not provided requirements legislation Russian Federation.

2.8.  User — an individual who is accessing or has accessed site And using it via the network
"Internet".

2.9.  Subject personal data (further By text - "Subject PD") - user, which is straight or
indirectly determined With with help personal data.

2.10. Cookies are small pieces of data that are sent during visits to the site and are placed on
the user's device. Cookies contain information O user, his requests and actions on website.

3. Rights And responsibilities sides.

3.1.  Subject PD has the right to:

3.1.1. Receive information, concerning processing his personal data, V volume number
provided h. 7 Art. 14 of the Federal Law of 27.07.2006 No. 152-FZ "ABOUT personal data"
(hereinafter referred to as "Federal Law No. 152-FZ "On Personal Data"), for exception cases,
provided federal laws. Intelligence are provided To the subject PD Operator accessible form, And
them Not should contain personal data related to other PD Subjects, with the exception of cases
where there are legal grounds for disclosing such personal data. Scroll information And order her
receipt installed Federal Law No. 152-FZ "ABOUT personal data."

3.1.2. Demand from the Operator to clarify his personal data, block it or destruction case, If
personal data are incomplete, obsolete, inaccurate, illegally received or not are necessary for the
stated purposes of processing, and to take measures provided by law to protect their rights. Demand
compliance by the Operator conditions prior consent for processing personal data in purposes
promotions on market goods, works and services.

3.1.3. You can revoke your consent to the processing of your personal data at any time. Order
reviews specified V p. 7.10. Policies.

3.2.  Subject PD is obliged to:

3.2.1. Give current personal data.

3.2.2. Provide to the Operator when filling out registration web forms on the website, ETP,
when filling out the accreditation forms on the ETP, provide reliable and complete information,
having at the same time legal grounds.

3.3.  Operator has the right to:

3.3.1. On one's own determine compound And scroll measures, necessary And sufficient For
provision execution responsibilities, provided Federal Law No. 152-FZ "ABOUT personal data" and
the regulatory legal acts adopted in accordance with it acts, If other Not provided Federal Law No.
152-FZ "ABOUT personal data» or other federal laws.

3.3.2. In case of withdrawal of consent to the processing of personal data by the Subject of
the personal data The operator has the right to continue processing personal data without the
consent of the Personal Data Subject. at availability the reasons specified in Federal Law No.
152-FZ "ABOUT personal data."

3.3.3. Entrust the processing of personal data to another person with the consent of the
Subject PD, If other Not provided federal by law, on basis concluded With this party to the
agreement. The person processing personal data on behalf of Operator, obliged observe principles



and rules processing personal data, provided
Federal Law No. 152-FZ "ABOUT personal data".

3.3.4. Require the Personal Data Subject to provide reliable personal data, necessary for
registration, identification, accreditation of the Subject of Personal Data on the website for
concluding an agreement, executing an agreement, and Also V other cases, provided in force
legislation Russian Federations.

3.3.5. Guide letters To the subject PD O necessity checks or updates previously provided
personal data.

3.4. Operator is obliged to:

3.4.1. Organize processing personal data in accordance with requirements
Federal Law No. 152-FZ "ABOUT personal data".

3.4.2. Reply on appeals And requests Subjects PD And their legal representatives in
accordance with the requirements of Federal Law No. 152-FZ "On Personal Data". Provide To the
subject PD by his request information, concerning processing his personal data, V volume number
provided h. 7 Art. 14 Federal Law No. 152-FZ "ABOUT personal data", within 10 (ten) working
days from the date of the request or receipt by the Operator requests from Subject PD or his
representative.

3.4.3. Report authorized organ By protection right Subjects PD (Federal Service for
Supervision of Communications, Information Technology and Mass Media) communications (
Roskomnadzor )) (hereinafter referred to as the “authorized body”) upon request this organ
necessary information V flow 10 (ten) workers days With dates receipt such request.

3.4.4. Publish or other way to provide unlimited access to Politics And information O
implemented requirements To protection personal data.

4. Goals processing personal data.

4.1.  Processing personal data is limited achievement specific, in advance certain And legal
goals. Not allowed processing personal data, incompatible With goals collection personal data.

4.2.  Only personal data that meets the purposes of their processing are subject to
processing. processing.

4.3.  Processing Operator personal data is carried out V following purposes:

eprovision compliance Constitutions Russian Federations, federal laws And other regulatory
legal acts of the Russian Federations;

eimplementation activities in accordance with charter LLC "NIOKR Centr";

eimplementation civil law relations;

econclusions new civil law contracts with LLC "NIOKR Centr";

eregistration, identification And accreditations by way creations personal account to provide
access to information and/or materials, contained on website;

eaccounting information O client;

ecstablishments With by user reverse connections And interactions, including sending
notifications, requests, information concerning: conclusion and execution civil law contracts; use
information and/or materials site; provision answers on received requests, updates information
about personal data;

eproviding effective customer and technical support on issues works site;

eimplementation Operator control satisfaction site, execution conditions prisoners contracts,
the quality of goods, works and services supplied/rendered based on the results conducted
procedures by way conducting surveys, questionnaires;

ecollection generalized impersonal analytical information For ratings functioning site.

4.4. Anonymized data users, collected web servers For identification of users and storage
of data about them, are used to collect information about actions users on website, improvements
qualities works site.

5. Volume And categories processed personal data,



categories Subjects PD.

5.1.  The operator may process the personal data of the following categories Subjects
PD:

5.1.1. Physical faces - users site, those who applied V. OOO "R&D Center" for the purpose
of concluding an agreement and/or being in contractual relations with OOO "R&D Center".

5.1.2. Physical faces - users site, being representatives (employees) of legal entities who
applied to LLC "NIOKR Center" for the purpose of conclusions contracts and(or) consisting V
contractual relationships With OOO "R&D Center".

5.1.3. Physical faces - users site, being representatives (employees) of an individual
entrepreneur, or registered as individual entrepreneurs who applied to OOO Center R&D for the
purpose of conclusions contracts and(or) consisting V contractual relationships With OOO "R&D
Center".

5.2. Operator Maybe process next personal data Subject:

5.2.1. Physical faces - users site, those who applied LLC "NIOKR Centr" with purpose
conclusions contracts and(or) consisting contractual relationships with
LLC "NIOKR Centr":

1) surname, Name, patronymic (if availability);

2) individual number taxpayer (TIN);

3) Name positions;

4) contact data (number phone, address electronic mail);

5) passport data;

6) address registration/mail address;

7) number bills bank;

8) other personal data provided by an individual for the conclusion of And execution of
contracts.

5.2.2. Individuals - users site, being representatives (workers) legal persons, those who
applied LLC "NIOKR Centr" With purpose conclusion of an agreement and/or being in
contractual relations with
LLC "NIOKR Centr:

1) surname, Name, patronymic (if availability);

2) Name positions;

3) contact data (number phone, address electronic mail);

4) other personal data, provided representatives (workers) legal faces for conclusions And

execution of contracts.

5.2.3. Individuals - users site, being representatives (workers) individual entrepreneur,
or registered quality individual entrepreneur, those who applied LLC "NIOKR Centr" with
purpose conclusions contracts and(or) consisting contractual relationships with
LLC "NIOKR Centr".

1) surname, Name, patronymic (if availability);

2) Name positions;

3) contact data (telephone, address electronic mail);

4) passport data;

5) address registration/mail address;

6) individual number taxpayer (TIN);

7) number calculated accounts.

8) other personal data provided by an individual for the conclusion of And execution of
contracts.

5.3.  The site collects and processes anonymous data about visitors using files " Cookie ".

5.4.  Operator Not carries out processing special categories personal data concerning race
and nationality, political views, religious and philosophical beliefs, health status, intimate life,
criminal record physical persons, If other Not installed legislation Russian Federations.



6. Legal grounds processing personal data.

6.1.  Operator processes personal data user only case fillings And dispatches personal data
by user on one's own through special forms, located on website https://niokr.tech/ . Filling out
relevant forms And sending their personal data To the operator, user expresses your own agreement
on processing personal data and agrees with given Politics.

6.2.  The operator processes anonymized data about the user if this allowed in the user's
browser settings (saving cookies is enabled ) . Continuing use website, user accepts Politics And
gives agreement for processing files Cookies , custom data.

6.3. The legal basis for the processing of personal data is the totality the following
regulatory legal acts, in pursuance of which and in accordance with which The operator carries out
the processing of personal data data:

e Constitution Russian Federations;

o Civil code Russian Federations;

e abor code Russian Federations;

o Tax code Russian Federations;

eFederal law from 08.02.1998 No. 14-FZ "About societies With limited responsibility";

eFederal law from 06.12.2011 No. 402-FZ "ABOUT accounting "accounting";

e Others normative legal acts, regulating relationship, related With activities LLC "NIOKR
Centr"".

Legal basis processing personal data Also are:

e Charter LLC "NIOKR Centr";

e Agreement Subject PD on processing his personal data;

e Contracts, agreements concluded between LLC "NIOKR Centr" and legal person/individual
entrepreneur/individual face;

o Others local normative acts LLC "NIOKR Centr".

7. Order And conditions processing personal data.

e.1. The processing of personal data is carried out by the Operator in accordance with
requirements legislation Russian Federation.

e.2. The processing of personal data is carried out with the consent of the Subjects of the
Personal Data processing of their personal data, as well as without it in cases provided for
legislation Russian Federation.

e.3. By using the site, the user confirms that he/she accepts conditions real Politicians And
conditions processing personal data, specified her, And agrees on processing their own personal
data Operator V purposes, certain section 4 of this Policy.

e 4. At registration on website, filling feedback forms the site user provides his personal
data And consent to the processing of personal data, to accept the Policy by affixing sign "V" in
corresponding column when filling web forms.

Providing their personal data To the operator, user site agrees on their processing by the
Operator.

e.5.  When you first visit the site, you may be asked for your consent to usage files Cookie
And on acceptance Politicians. If user approved use of cookies , then he can change his mind by
deleting cookies , stored V his browser (usually This Can do settings browser, or having addressed
To management By work With browser or site his developer). After this on website Maybe be again
displayed pop-up window, requesting agreement user, And user will be able to do other choice. If
user refuses from use files Cookies , This Maybe bring To to that, What some functions site will be
to him not available, A Also influence on opportunity use site. The user can also change the
browser settings to accept or decline By default all files Cookie or files Cookie With certain sites.

e.6. Processing personal data is carried out Operator:

o With using funds automation;

ewithout use funds automation;

emixed.

e.7. TO processing personal data are allowed workers Operator, V official whose duties
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includes processing personal data.

e.8. Processing personal data is carried out by:

ercceipt personal data electronic form directly on website from the Subjects of Personal Data
or their authorized representatives;

econtributions personal data magazines, registries And informational systems Operator;

euse other ways processing personal data.

0.9. Term processing personal data is determined by:

estart term processing: registration on website;

ecnding term:

- the period  of achieving the goals of processing personal data or loss need for achieving
these goals;

- expiration term actions consent on processing personal data;

- expiration term actions, provided by law, when review Subject of personal data consent on
processing it personal data;

- identification illegal processing of personal data;

- expiration deadlines storage documents, containing personal data (on paper and electronic
media) established by Federal Law

No. 125-FZ 0f22.10.2004 "On Archival Affairs in the Russian Federation", Order of Rosarchive of
20.12.2019 No. 236 "On Approval of the List of Standard Management Archival Documents
Generated in the Process of Activities of State Bodies, Local Government Bodies and
Organizations, Indicating Their Storage Periods", the limitation period, in accordance with other
requirements determining the terms of processing and storage of personal data established by
legislative acts and other regulatory legal acts.

e.10. User Maybe any moment recall your own agreement on processing personal data by
sending a notification to the Operator via e-mail to the Operator's email address info @ niokr . tech
with the subject line "Withdrawal of consent to processing personal data."

At review Subject PD consent on processing his personal data processing is carried out only
to the extent necessary for the execution of the concluded With him contracts, And V purposes,
provided legislation Russian Federations.

e.11. Not allowed disclosure to third parties and distribution of personal data without the
consent of the Subject of the Personal Data, unless otherwise provided by federal law. Agreement
on processing personal data, permitted Subject PD For distribution, will to be formalized separately
from other consents Subject PD on processing his personal data.

Requirements To content consent on processing personal data, permitted by the Subject of PD
for distribution, approved by the Order of Roskomnadzor from 24.02.2021
No. 18.

e.12. Transfer of personal data to the inquiry and investigation authorities, to the Federal tax
service, V Social fund Russia And other authorized representatives organs executive power and the
organization is carried out in accordance with the requirements legislation Russian Federation.

e.13. The operator takes the necessary legal, organizational and technical measures
measures For protection personal data from unlawful or random access To him, destruction,
modification, blocking, distribution and other unauthorized actions, including:

edefines threats security personal data at their processing and forms on their basis models
threats;

eaccepts local normative acts And other normative documents, regulating relationship V
sphere processing And protection personal data;

eappoints persons, responsible for organization processing And protection personal data;

eappoints persons, responsible for security security personal data structural divisions and
information systems Operator;

ecreates necessary conditions For works With personal data;

eorganizes accounting documents, containing personal data;

eorganizes work With informational systems, which are being processed personal data;
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ekeeps personal data V conditions, at which is provided their safety and excludes unlawful
use access to them;

eorganizes training for the Operator's employees who carry out processing
personal data;

eclaims order destruction information.

e.14. The operator stores personal data in a form that allows determine the Subject of PD,
no longer than required for the purposes of processing personal data data, if the storage period of
personal data is not established by federal law, agreement.

e.15. When collecting personal data, including through information telecommunications
networks "Internet", Operator provides recording, systematization, accumulation, storage,
clarification (update, change), extraction personal data Subjects PD With using bases data, located
on territories Russian Federations, for exception cases, specified Federal Law No. 152-FZ
"ABOUT personal data."

®.16. Processed personal data are subject to destruction or depersonalization upon
achievement of the processing purposes or in the event of loss of need for them achievement these
goals, or expiration of the term processing.

8. Updating, correcting, deleting and destroying personal data, answers on requests
Subjects on access To personal data.

8.1.  Confirmation of the fact of processing personal data by the Operator, legal the grounds
and purposes of processing personal data, as well as other information specified in Part 7 Art. 14 of
Federal Law No. 152-FZ "On Personal Data" are provided by the Operator to the Subject PD or his
representative upon request or upon receipt of a request from the Subject of PD or his
representative.

The information provided does not include personal data related to other Subjects of Personal
Data, except in cases where there are legal grounds for disclosures such personal data.

Request must contain:

* number main document, certifying personality Subject PD or his representative, intelligence
O date issuance specified document And issued his organ;

« intelligence, confirming participation Subject PD V relationships With Operator (contract
number, date of conclusion of the contract, conventional verbal designation and (or) other
information), or information otherwise confirming the fact of processing personal data Operator;

« signature Subject PD or his representative.

Request Maybe be directed V form electronic document And signed electronic signature V in
accordance With requirements legislation Russian Federation.

IN case detection inaccuracies V personal data, user Maybe update their on one's own V
personal in the office or by way directions To the operator notifications on address electronic mail
Operator info@niokr.tech With mark "Update personal data."

If V appeal (request) Subject PD Not reflected in accordance With requirements
Federal Law No. 152-FZ "On Personal Data" does not provide all necessary information or the
Subject of Personal Data has rights access To requested information, That to him is heading
motivated refusal.

The right of the Subject of Personal Data to access his/her personal data may be limited in in
accordance With h. 8 Art. 14 Federal Law No. 152-FZ "ABOUT personal data", V volume number
If access The subject of personal data to his personal data violates the rights and legitimate interests
of third parties persons.

8.2.  In cases where inaccurate personal data is detected when the Subject applies PD or his
representative, or at their request or at the request of the authorized body Operator carries out, or
provides blocking personal data, related To to this To the subject PD, With moment such appeals or
receipt specified request for the verification period, if the blocking of personal data does not violate
the rights And legal interests Subject of personal data or third parties.
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IN case confirmations fact inaccuracies personal data Operator on basis information,
presented Subject PD or his representative or authorized body, or other necessary documents
clarifies personal data or to provide their clarification flow 7 (seven) workers days with days
performances such information And removes blocking personal data.

8.3. IN case detection illegal processing personal data at appeal (request) of the Subject of
Personal Data or his representative or authorized body Operator carries out blocking unlawfully
processed personal data related to this PD Subject, from the moment of such request or receipt
request, and in case of confirmation of the fact of illegal processing of personal data The operator,
based on information provided by the Personal Data Subject or his/her representative or authorized
organ, or other necessary documents stops illegal processing of personal data or ensures the
termination, within a time limit, Not exceeding 3 (three) workers days With dates this identification.
IN case, If to provide legality processing personal data impossible, Operator destroys personal data
or ensures their destruction within a period not exceeding 10 (ten) workers days With dates
detection illegal processing personal data.

8.3.1. IN case establishments fact illegal or random transmissions (provision, distribution,
access) of personal data, which resulted in a violation rights of the Subjects of Personal Data, the
Operator is obliged from the moment of detection of such an incident by the Operator, authorized
body for the protection of the rights of personal data subjects or other the interested party shall
notify the authorized body for the protection of the rights of subjects personal data:

1) In flow 24 (twenty four) hours O happened incident, O the alleged reasons that led to
the violation of the rights of the Subjects of Personal Data, and the alleged damage caused to the
rights of the Subjects of Personal Data, on the measures taken to eliminate the consequences the
relevant incident, and also provide information about the person authorized operator to interact with
the authorized body for the protection of the rights of personal data subjects, By questions related
With revealed incident;

2) within 72 (seventy-two) hours on the results of the internal investigation the incident
that was identified, and also provide information about the persons whose actions became reason
revealed incident (at availability).

8.4. At achievement goals processing personal data Operator stops processing personal
data or is provided her termination term, not exceeding 30 (thirty) days from the date of achieving
the purpose of processing personal data, if otherwise Not provided Art.21 Federal Law No. 152-FZ
"ABOUT personal data» (Part 4).

8.5.  Operator stops processing personal data or provides her termination, case reviews
Subject PD consent on processing personal data, And, If preservation personal data more Not
required For goals processing personal data, destroys personal data or provides their destruction
within a period not exceeding 30 (thirty) days from the date of receipt of the specified reviews, if
otherwise Not provided for by Art. 21 Federal Law No. 152-FZ "ABOUT personal data» (part 5).

8.5.1. In the event that the Subject of Personal Data applies to the Operator with a request to
terminate The Operator is obliged to process personal data within a period not exceeding 10 (ten)
workers days With dates receipt Operator corresponding requirements, stop their processing or to
provide termination such processing (If such processing is carried out face, implementing
processing personal data), for exception cases, provided p.p. 2 - 11 h. 1 Art. 6, h. 2 Art. 10 And h. 2
Art. 11 Federal Law Nel52-FZ
"ABOUT personal data".

8.6. If it is not possible to destroy personal data within term, specified V p.8.3. - p.8.5.1,
Operator carries out blocking such personal data or ensures their blocking and ensures their
destruction personal data V term Not more how 6 (six) months, If other term Not installed federal
laws.

9. Responsibility.
9.1.  Responsibility for violation requirements legislation Russian Federation and
regulatory acts of LLC "NIOKR Center" in the field of processing and protection personal data is



determined V in accordance With legislation Russian Federations.

9.2.  IN case losses or disclosure of personal data Operator Not carries responsibility, If
such data:

esteel public property to their losses or disclosure;

ewere received from third sides to moment their receipt Operator;

ewere disclosed With consent Subject PD;

ewere disclosed V result careless actions the most Subject PD.

10.  Concluding remarks provisions.

10.1.  Operator Not is carried out cross-border broadcast personal data.

10.2. Subject PD, user can receive clarifications By of interest questions regarding the
processing of their personal data by contacting the Operator through electronic mail info @ niokr .
tech .

10.3. This document will reflect any changes to the Processing Policy. personal data by the
Operator. The policy is valid indefinitely until it is replaced by a new one. version. The current
version of this Policy is posted and constantly available on site by network address:
https://niokr.tech/.

10.4. Operator have the right bring in changes V real Politics without consent Subjects PD.
Specified changes enter V strength With moment their placements on website And are in effect V in
relation to all PD Subjects.

10.5. Control for execution requirements real Politicians is carried out an authorized person
responsible for organizing the processing of personal data by the Operator.

10.6. The security of processed personal data is ensured by the Operator within the
framework of a single comprehensive system of organizational, technical and legal measures to
protect information, taking into account the requirements of the legislation on personal data and
regulatory legal acts adopted in accordance with it.

10.7. The processing of personal data is carried out in compliance with confidentiality.

10.8. The Operator ensures the confidentiality of the personal data of the Personal Data
Subject on its part, on the part of its affiliates, on the part of its employees who have access to the
personal data, and also ensures the use of personal data by the above-mentioned persons exclusively
for purposes that comply with the law, contract or other agreement concluded with the Personal
Data Subject.

10.9. Access to processed personal data is granted only to those to employees Operator,
which He necessary connections With execution by them their own official responsibilities, And
With compliance principles personal responsibility.
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